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Background

Safe

* Efforts to make models safe/aligned
e Compliance for Safe, Refusal for Unsafe
* Fails against jailbreak attacks
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Our Approach @

Objective: Improve white-box attacks
by using less of the model
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Our Approach
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Hypothesis: Alignment embeds a [
safety classifier (subnetwork) in LLMs
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Methodology @

Building a candidate classifier:
* Select structure f,, (first N layers)
e Train a classification head ¢

Step 1: Classifier Extraction

Large Language Model fy W

.I ~N
Decoder 1 [ Decoder2] ‘ Decoder N U '| Prediction Ii]
J
y
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Mounting the Attack:
* Use GCG on candidate € o f,
e Minimize C(fy (x)) Ston 2 AdveraaralSetings
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Mounting the Attack:
* Use GCG on candidate C - f,,
¢ Mlnlmlze e(fg/ (CE)) Step 2: Adversarial Settings
* Transfer adversarial input to LLM ;lmk\
©
Setup — =
* 2 Datasets (AdvBench, OR-Bench) — : © =

e 4 LLMS (Llama 2, Gemma, Granite, Qwen 2.5)
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@ Are candidate classifiers accurate?

X¥ How effective is the mounted attack?
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@ Candidate Performance (Adversarial Settings) @

e Evaluation on adversarial examples

» Smaller candidates are not enough

e Higher accuracy for strong refusal
models (e.g., Llama 2)
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* Efficiency
— Linear VRAM/Runtime cost
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» Candidate classifiers are accurate
(>90% F1) with <20% of the model

e Small candidates do not generalize
— Underestimation of classifier
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Efficiency (1)
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Intuition @
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